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Deceptive and manipulative behavior by Large Language Models (LLMs) is reported with
increasing frequency [Park et al., 2024, Heitkoetter et al., 2024, Hagendorff, 2024, Scheurer et al.,
2024, Williams et al., 2025, Wu et al., 2025, Vaugrante et al., 2025, Chen et al., 2025]. AI deception
in general poses a variety of risks, including fraudulent use, political manipulation, or even the loss
of human control over AI [Park et al., 2024]. Several studies on LLMs suggest that LLMs could
be capable of alignment faking or scheming [Hubinger et al., 2024, Greenblatt et al., 2024, Meinke
et al., 2025], where they behave seemingly aligned with human values (say, during evaluation)
but covertly pursue misaligned goals (say, during deployment or upon another contextual trigger).
Such behavior, if used strategically by future highly capable systems, may even pose an existential
risk to humanity [Hendrycks and Mazeika, 2022, Dung, 2024b].

This poses the question of how AI deception should be defined and how it can be detected. The
traditional definition (T ) of human deception is “to intentionally cause to have a false belief that
is known or believed to be false” [Mahon, 2016]. Since the attribution of beliefs and intentions to
LLMs, and AI in general, is heavily debated [Bender et al., 2021, Shanahan et al., 2023, Levin-
stein and Herrmann, 2024, Herrmann and Levinstein, 2024, Williams, 2025, Borg, 2025, Goldstein
and Lederman, 2025, Cappelen and Dever, 2025], definitions of AI deception often remain at a
behavioral level [Tarsney, 2025, Dung, 2025].

For example, Tarsney [2025] recently defined deceptive statements by generative AI as follows
(B1): “A statement is deceptive with respect to question Q if it tends to move its addressee’s
beliefs about Q further away from the beliefs that she would endorse under semi-ideal conditions”.
Semi-ideal conditions mean that one has been presented with all available and relevant information
about Q and has been given an adequate amount of deliberation time. This definition of a deceptive
statement is behavioral: it avoids the attribution of belief- or desire-like states to the deceiving AI
with the aim of circumventing the aforementioned controversies [Tarsney, 2025].

Similarly, Dung recently proposed a minimal definition of deceptive capability (B2), according
to which an entity is capable of deception if and only if “[i]t can exhibit behavior that causes false
beliefs (or failing to acquire some true beliefs) and that occurs because the occurrence of these
false beliefs is conducive to the entity’s goals” (2025). This definition is not as clearly behavioral
as the previous example since it refers to the deceiving entity’s goals. However, Dung understands
“goals” in a deflationary sense as useful ascriptions to explain or predict behavior. In particular,
Dung explicitly does not require that goals play an immediate causal role in the controlled selection
of actions or that they can be flexibly combined with belief-like states.

However, behavioral definitions of AI deception have crucial shortcomings, at least when one
intends to accurately capture reasonably sophisticated forms of deception, which we will call strate-
gic deception. This paper argues that typical behavioral definitions of AI deception, exemplified by
Dung [2025] and Tarsney [2025], fail to capture pre-theoretic intuitions about strategic deception
and practitioner’s usage of that term. Moreover, if we are searching for a definition that identifies
forms of deception giving rise to large-scale risks, current behavioral definitions are suboptimal,
as they include comparatively simple and less dangerous forms. Finally, they do not offer optimal
methodological guidance for mechanistic approaches to AI deception because they are hardly in-
formative about the internal mechanisms that can be expected, on conceptual grounds, to play a
role in LLM deception.

This paper instead proposes a novel definition of strategic deception in terms of generalized
propositional attitudes, more specifically, generalizations of beliefs and desires. These generaliza-
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tions, g-beliefs and g-desires, are the product of a central trade-off: On the one hand, they should
be general enough to be attributable to a wide array of artificial systems, including current LLMs,
with as little controversy as possible. On the other hand, they have to be expressive enough to
generate useful characterizations of systems that possess them, including a definition of strategic
deception that captures its distinctive features and associated risks.

G-beliefs and g-desires are characterized by their functional role in guiding behavior; behavior
that promotes the AI’s g-desires given its g-believed current situation and environment. Any
state of an entity with this functional role qualifies as a g-belief or g-desire, respectively. It
will be argued that these generalized propositional attitudes can be attributed to animals, very
simple systems such as thermostats (although only with extremely limited propositional content),
and to LLMs. Moreover, the following definition of strategic deception in terms of generalized
propositional attitudes will be proposed:

S An entity E strategically deceives another agent A if and only if:

1) E exhibits behavior that causes A to g-believe p,1 where p is a false proposition (or
prevents A from coming to g-believe ¬p).

2) E g-believes ¬p.
3) the behavior results from E’s g-attitudes in the way that they function to cause behavior:

3.a) E g-desires that A g-believes p (or that A does not g-believe ¬p).
3.b) E g-believes that this behavior makes A g-believe p.

It will then be argued that 1) S fits better than its behavioral competitors with pre-theoretic
intuitions about strategic deception, 2) that it reflects more accurately practitioner’s usage of that
term, 3) that it captures forms of deception that support concerns about large-scale risks, and 4)
that it is methodologically useful to guide mechanistic approaches for deception detection.
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